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The Open Group

The Open Group is a vendor-neutral and technology-neutral consortium,
whose vision of Boundaryless Information Flow™ will enable access to
integrated information within and between enterprises based on open
standards and global interoperability. The Open Group works with
customers, suppliers, consortia, and other standards bodies. Its role is to
capture, understand, and address current and emerging requirements,
establish policies, and share best practices; to facilitate interoperability,
develop consensus, and evolve and integrate specifications and Open
Source technologies; to offer a comprehensive set of services to enhance the
operational efficiency of consortia; and to operate the industry’s premier
certification service, including UNIX" certification.

Further information on The Open Group is available at www.opengroup.org.

The Open Group has over 15 years’ experience in developing and operating
certification programs and has extensive experience developing and
facilitating industry adoption of test suites used to validate conformance to
an open standard or specification.

More information is available at www.opengroup.org/certification.

The Open Group publishes a wide range of technical documentation, the
main part of which is focused on development of Technical and Product
Standards and Guides, but which also includes white papers, technical studies,
branding and testing documentation, and business titles. Full details and a
catalog are available at www.opengroup.org/bookstore.

As with all live documents, Technical Standards and Specifications require
revision to align with new developments and associated international
standards. To distinguish between revised specifications which are fully
backwards-compatible and those which are not:

o A new Version indicates there is no change to the definitive information
contained in the previous publication of that title, but additions/
extensions are included. As such, it replaces the previous publication.

o A new Issue indicates there is substantive change to the definitive
information contained in the previous publication of that title, and
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there may also be additions/extensions. As such, both previous and new
documents are maintained as current publications.

Readers should note that updates - in the form of Corrigenda — may apply
to any publication. This information is published at www.opengroup.org/
corrigenda.

Network Applications Consortium (NAC)

The Network Applications Consortium (NAC) was founded in 1990

as a strategic end-user organization whose vision was to improve the
interoperability and manageability of business-critical applications being
developed for the heterogeneous, virtual enterprise computing environment.
Its mission was to promote member collaboration and influence the
strategic direction of vendors developing virtual enterprise application and
infrastructure technologies. Its diverse membership equipped it to explain
the need for agile IT infrastructure in support of business objectives, aimed
at consolidating, clarifying, and communicating infrastructure technology
needs to influence the IT industry and drive the evolution of standards and
products.

One of its significant achievements was publishing the NAC Enterprise
Security Architecture (ESA) Guide in 2004. In late 2007, the NAC
transitioned into the Security Forum. At that time, the members of the NAC
who joined the Security Forum recognized the significant value of the ESA
Guide. It contained much valuable information that remains as relevant today
as when it was first published. Members also realized, however, that security
practice had moved on since 2004, so parts of the ESA Guide would benefit
from updates and additions. Accordingly, a new project was initiated to
update this ESA Guide.

This document

Information security professionals today recognize the high value of

having a clear enterprise security architecture for their business, and
developing and migrating their security strategies within a sound and
well-structured framework, driven by business priorities derived from sound
risk management assessments. This Open Enterprise Security Architecture
(O-ESA) Guide provides a valuable reference resource for practicing security
architects and designers. It gives a comprehensive overview of the key
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security issues, principles, components, and concepts underlying architectural
decisions that are involved when designing effective enterprise security
architectures. It does not define a specific enterprise security architecture, and
neither is it a “how to” guide to design one, although in places it does indicate
some of the “how”.

This Guide updates the NAC 2004 ESA Guide to bring it up-to-date in those
areas which have evolved since its 2004 publication date. In particular, it
replaces the quoted extract licensed from the British Standards Institute Code
of Practice for Information Security Management, by referencing rather than
licensing reproduction of quoted extracts from the latest ISO/IEC 27001/2
standard.

Intended audience

The O-ESA Guide provides a valuable reference resource for practicing
security architects and designers — explaining key terms and concepts
underlying security-related decisions that security architects and designers
have to make. In doing so it enables them to explain their architectures and
decision-making processes to their associated architecture and management
colleagues in related disciplines.

The description avoids excessively technical presentation of the issues and
concepts, so making it also an eminently digestible reference for CxO-level
managers, enterprise architects, and designers, so enabling them to appreciate,
validate, and balance the security architecture viewpoints along with all the
other viewpoints involved in creating a complete enterprise architecture.
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Boundaryless Information Flow™ is a trademark and ArchiMate®, Jericho
Forum®, Making Standards Work®, Motif®, OSF/1°, The Open Group®,
TOGAF®, UNIX®, and the “X” device are registered trademarks of The Open
Group in the United States and other countries.

The Open Group acknowledges that there may be other brand, company, and
product names used in this document that may be covered by trademark
protection and advises the reader to verify them independently.
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Information systems security has never been more critical around the
world. As more data is collected, stored, and propagated, the protection of
information systems grows increasingly complex. Demand for new and
improved services in both the public and private sectors is intense, and

as enterprises reinvent their services infrastructure to meet this demand,
traditional boundaries are disappearing. The cyber security threats lurking
outside those traditional boundaries are real and well documented. Security
by exclusion - attempting to maintain hard perimeters - is no longer a viable
approach. The enterprise must allow access to its information resources by
the services that citizens, customers, suppliers, and business partners are
demanding; to allow employees and independent agents to work effectively
from home; or to support some other variation on user access to the services
of the enterprise.

Late in 2003 a group of NAC' members began meeting the challenge of
describing a common framework that would speed the process of developing
enterprise security architectures for this complex environment and create

the governance foundation for sustaining it into the future. How does one
simplify the process of governing security by exclusion (keeping the bad guys
out) and security by inclusion (allowing and encouraging legitimate users

to come in)? The NAC members’ premise” was that policy-driven security
architecture is essential in order to simplify management of this increasingly
complex environment. As the Corporate Governance Task Force Report?
states: “The road to information security goes through corporate governance.”
At the heart of governance are policy definition, implementation, and
enforcement. To simplify security management, there must be a direct linkage
between governance and the security architecture itself — in other words,
policy-driven security architecture.

1 Network Applications Consortium — merged in 2007 into membership of The Open Group Security Forum — refer
to: www.opengroup.org/projects/sec-arch.

2 This premise was shared by many others in the industry, including the Open Group’s Security Forum.

3 The full report is available at www.cyberpartnership.org/init-governance.html.
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What is policy-driven security architecture? It starts with a policy framework
for identifying guiding security principles; authorizing their enforcement

in specific control domains through a set of policies; and implementing

the policies through technical standards, guidelines, and procedures. It
continues with a policy-driven technical framework for creating electronic
representations of the policy standards, storing them in central policy
repositories, and referencing them at runtime to make and enforce policy
decisions. Finally, it provides a policy-driven security operations framework
for ensuring that the technology as deployed both conforms to policy and
enforces policy across the environment.

The approach to designing policy-driven security architecture taken in this
O-ESA Guide starts with defining an enterprise security program framework
that places security program management in the larger context.

It continues with in-depth focus on the three major components that make
up enterprise security architecture:

o Governance

o Technology Architecture

o Operations

For governance, this approach establishes the overall process, defines the
policy framework that is at the heart of governance, and provides templates
for security principles and policies. The principles template is derived from
the National Institute of Standards and Technology (NIST) Engineering
Principles for IT Security, supplemented by principles from Open Group
member organizations and others. The policy template is adopted directly
from ISO/IEC 27002:2005: Code of Practice for Information Security
Management, which is now well established and adopted globally in the
enterprise security space.

For technology architecture, the approach defines a generic framework

for the management of policy-driven security services, and then utilizes

the framework as the basis of an overall conceptual architecture for
implementing policy-driven security services. The framework is based in part
on the Burton Group (now merged into Gartner) Virtual Enterprise Network
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Executive overview 3

(VEN) Security Model,* and in part on current and evolving standards in
the policy management space. It extends the policy-driven concepts beyond
access management to include configuration of other security services such
as border protection, cryptography, content management, and auditing. The
adoption of effective open standards is critical to the implementation of
general-purpose policy-driven security architecture. Without these standards,
centralization of policy and interoperability of the many products in the
federated environment will not be possible. The complete solution can’t be
purchased off-the-shelf today; however, the XACML standard® (see also
Section 3.6.3 and Chapter 6) is today widely seen as the basis for solutions
being implemented by vendors, private and public companies, and by
government and educational institutions.

In addition to the overall conceptual architecture, two of the identified
security services — identity management and border protection - are analyzed
further to the level of service-specific conceptual and logical architecture.
These two examples illustrate the logical decomposition of high-level

services to the level of detail required to implement the architecture. For
other identified security services, there is a template of high-level service
definitions but no additional detailed perspective.

The approach to security operations in this O-ESA Guide is to define

the operational processes required to support a policy-driven security
environment. These processes are of two types. One includes the
administration, compliance, and vulnerability management processes
required to ensure that the technology as deployed conforms to policy and
provides adequate protection to control the level of risk to the environment.
The other category includes the administration and event and incident
management processes required to enforce policy within the environment.
These operational processes are defined at a high level, not at the level of
detail provided for governance and technology architecture.

Having developed the major components of open enterprise security
architecture (O-ESA), this Guide goes on to describe the vision, technical

4 This VEN Security Model is described in Securing the Virtual Enterprise Network: Layered Defenses, Coordinated
Policies.

5 XACML (Extensible Access Control Markup Language) is an OASIS standard. It is a declarative access control
policy language implemented in XML and a processing model, describing how to interpret the policies.
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model, and roadmap for achieving automated definition, instantiation, and

enforcement of security policy. It begins by defining the policy layers and

policy automation vision:

« Starting with the high-level definition of a business policy

» Mapping that to appropriate standards such as ISO/IEC 27001/2 security
policies

 Translating the security policies to detailed technical standards

« Instantiating an electronic representation of those standards

« Then using that representation to drive the automated decision-making
and enforcement process

The Guide then describes a technical model for implementing the vision, and
establishes a roadmap of user and industry actions required to enable that
technical model. The intent is to use this portion of the Guide as a catalyst

to drive awareness of the need for the required industry standards and
technologies.

This document concludes with recommendations in the policy-driven
security space. The key recommendation is that security architects and
designers proceed with implementation of the O-ESA policy and technology
frameworks, recognizing that they must map business policies to the detailed
technical standards required for decision-making and enforcement, which
today can be increasingly though not yet fully automated. Incremental
transition to policy automation products as business drivers and technology
warrant can then follow. Vendors and standards organizations are encouraged
to adopt O-ESA as a common vocabulary; support current and emerging
standards related to policy-driven security; and consider the opportunities
for open, standards-based products that support a common policy
automation vision.
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There is general agreement among certified security professionals and
others that the overall objective of information security is to preserve the
availability, integrity, and confidentiality of an organization’s information.
Effective IT security management also calls for providing accountability and
assurance. Enterprise security architecture is the component of the overall
enterprise architecture designed specifically to fulfil these objectives. A
critical element of enterprise information security is physical security, which
is the linchpin of a secure environment.

Enterprise security architecture may also be thought of as the overall
framework for fulfilling these objectives while satisfying the security
demands placed on the IT service organization by its customers. It includes
all aspects of security governance, security technology architecture, and
security operations required to protect the IT assets of the enterprise.

The objective of this document is twofold:

o To provide a framework that serves as a common reference for describing
enterprise security architecture and technology both within and between
organizations

« To provide a template that allows user organizations to select the elements
of enterprise security architecture they require and to tailor them to their
needs

This Guide’s enterprise security architecture must be understood in the larger
corporate context, where it is part of an overall enterprise security program,
as shown in Figure 2.1.
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Figure 2.1: Corporate enterprise security context

It must relate appropriately to the corporate risk management, corporate IT
governance, enterprise architecture, and physical security programs of the
enterprise. The specifics of how it relates may vary from one organization to
another.

The overall enterprise security program is expanded in Figure 2.2 as four
concentric rings of responsibility:

o Overall program management responsibility lives in the outer ring.

« Security governance responsibility lives in the second ring.

« Security technology architecture responsibility lives in the third ring.
« Security operations responsibility lives in the inner ring.

Each ring identifies key components and processes that fall within that
responsibility domain. Viewed in the context of a constraints-based
methodology, the components of each ring represent deliverables that further
narrow the definition of what must be provided by the inner rings. Thus the
requirements, strategy, planning roadmaps, and risk management assessments
from the outer ring narrow the definition of what must be provided in the
governance and technology architecture rings. For example, a new privacy
requirement may dictate the definition of new governing principles, policies,
and standards as well as the implementation of new technology architecture.
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Figure 2.2: Enterprise security program model

The implementation of new standards and new architecture may in turn
dictate the creation of new security processes or other capabilities within

operations.

The program management functions identified in the outer ring of the
enterprise security program model are considered outside the main scope

of this O-ESA Guide’s security architecture focus. In the next major section,
the document focus will shift to O-ESA components identified in the inner
rings: security governance, security technology architecture, and security
operations. First, however - in recognition of the importance of the program
management functions - the following section describes an overall enterprise
security program framework. The goal is to provide a more complete
overview of the security drivers and the program management functions, and
also to provide a preview of the O-ESA structure and show how it relates to

program management.
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Figure 2.3 provides a more complete framework view of the enterprise
security program. Note that the rectangular boxes represent components or
deliverables, while the octagonal boxes represent processes. The framework
starts with the four security drivers shown at the top, which identify the
primary sources of security requirements that must be addressed. The key
sources of internal requirements are the business areas, which have service-
level business requirements they must meet to serve their current customers
and to take advantage of new business opportunities. External requirements
include security threats and legal and regulatory compliance requirements.
Privacy and confidentiality are key examples of functional requirements
driven by legal requirements. Risk management may also be affected for
business areas within the purview of external regulatory commissions.

Requirements drive the development of the security program strategy
deliverables as well as the planning process. Risk management is the crucial
process of determining the acceptable level of security risk at various
points in the enterprise IT system and implementing the optimal level of
management and technical control; too little control may result in financial
exposure, and too much may result in unnecessary cost. Education and
awareness processes are critical to the success of any security program.
Ongoing program assessment and gap analysis processes provide continual
requirements feedback.

The functions of the O-ESA components and processes are summarized
below and will be described further in the subsequent sections of the
document.

Governance

 Principles: Basic assumptions and beliefs providing overall security
guidance.

+ Policies: The security rules that apply in various control domains.

« Standards, guidelines, and procedures: The implementation of the
policies through technical requirements, recommended practices, and
instructions.

« Audit: The process of reviewing security activities for policy compliance.

« Enforcement: The processes for ensuring compliance with the policies.
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security program framework

Technology architecture

« Conceptual framework: Generic framework for policy-based

management of security services.

« Conceptual architecture: Conceptual structure for management of

decision-making and policy enforcement across a broad set of security

services.

« Logical architecture: Provides more detail on the logical components

necessary to provide each security service.
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Physical architecture: Identifies specific products, showing where they are
located and how they are connected to deliver the necessary functionality,
performance, and reliability.

Design/development: Guides, templates, tools, re-usable libraries,

and code samples to aid in the effective utilization and integration of
applications into the O-ESA environment.

Security operations

Deployment: Assumed to be the normal IT deployment process, not a
security operations process.

Services: The core security functions defined by the security technology
architecture that support devices and applications, as well as other security
operations processes.

Devices and applications: Devices and applications that use O-ESA
services and are supported by the security operations processes.
Administration: The process for securing the organization’s operational
digital assets against accidental or unauthorized modification or
disclosure.

Event management: The process for day-to-day management of the
security-related events generated by a variety of devices across the
operational environment, including security, network, storage, and host
devices.

Incident management: The process for responding to security-related
events that indicate a violation or imminent threat of violation of security
policy (i.e., the organization is under attack or has suffered a loss).
Vulnerability management: The process for identifying high-risk
infrastructure components, assessing their vulnerabilities, and taking
the appropriate actions to control the level of risk to the operational
environment.

Compliance: The process for ensuring that the deployed technology
conforms to the organization’s policies, procedures, and architecture.

With the enterprise security program framework as background, the focus for

the remainder of the document shifts to the O-ESA components. As shown

in Figure 2.4, the security program management functions now assume a

background role and become part of the larger corporate context, as the focus
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shifts to security governance, security technology architecture, and security
operations. Our goal is to describe an O-ESA framework and templates that
user organizations can understand, tailor to their needs, and use as a starting
point for an O-ESA implementation.

Security Program Management

Security Governance

Security
Technology
Architecture

Security
Operations

Figure 2.4: Enterprise security architecture components

To effectively design and implement O-ESA, one needs to understand

the purpose and relationships of the O-ESA components. To aid in that
understanding, the following discussion draws an analogy to a more
commonly understood architectural model - designing a house. This
discussion opens with a brief comparison of the house design model and the
design of the enterprise security system model.

The house design model

It is helpful to begin with a brief review of the issues involved in the house

design model:

« Community standards: The specific external and internal standards
required by the housing community.

o Design requirements: The specific design criteria that are settled on after
considering wants, needs, costs, etc. such as passive solar design with star
wiring topology (LAN/telephony) and home entertainment system, plus
fully disability-accessible downstairs with master bedroom and utilities.
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2.3.2

233

Building codes and engineering practices: The building standards and
practices that support the design requirements and the architecture.
Architectural plan: This is the resulting set of the artist’s renderings and
blueprints that document what the house will look like from various
perspectives. Also a necessary part of the plans are the detail drawings for
the major components of the overall construction such as framing and the
plumbing, electrical, and HVAC systems.

Bill of materials: The detailed list of materials needed to build the house.
Maintenance: The specific considerations for keeping the house up and its
systems operational. Although not typically a significant part of the house
design process, these specifications are relevant.

The enterprise security system design model

Corporate standards: The specific corporate standards that affect the
enterprise security system.

Design requirements: The specific design criteria that are settled on after
consideration of wants, needs, costs, etc. One of these is already specified:
the policy-driven security services. Other examples might include support
for service-oriented application designs and role-based access control.
Governance: The principles, policies, and implementing standards that
support the design requirements and the specific architecture.
Architectural plan: This is the resulting set of conceptual diagrams and
blueprints that document what the resulting security system will look like
from various perspectives. The plan includes the conceptual and detail
drawings for major subsystems such as identity management, access
control, and border protection services, as well as the required products,
applications, platforms, etc.

Security services: The itemization of the services and ultimately the
individual applications and products needed.

Operations: The considerations for day-to-day-operation of the security
services and supporting infrastructure.

Let’s take a look at each of these in detail and compare and contrast the

components of the two models.

Community standards versus corporate standards
It is important to keep in mind that both designs take place in a larger

context that may impose constraints on the design - the house is part of a
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2.3.4

2.3.5

larger residential development or community, and the enterprise security
system is part of a larger enterprise IT system.

In the house example, the community may impose standards to maintain a
certain level of quality and appearance. It may, for example, restrict the use
of certain types of siding and certain colors, and it may require a Jacuzzi and
ceramic tile floor in the master bath and wood floors in certain rooms.

In the security example, corporate standards may be imposed to ensure
that investments leverage existing technology or support infrastructure.
They may, for example, require that all user-interfacing products support
Lightweight Directory Access Protocol (LDAP) interoperability with their
standard Network Operating System (NOS) or corporate directory to avoid
proliferation of additional user registries and sign-on requirements.

Building codes and engineering practices versus governance

In both models, development of the architectural plan must consider the
constraints imposed by this component, based on experience and good
judgment.

In the house example, building codes and engineering practices are
constraints developed through years of experience to ensure a sound and safe
dwelling. Considerations here include such things as structural integrity, a
healthy environment, and fire safety. The finished architectural plan for each
house may vary widely, but all must comply with these requirements.

In the security example, governance defines the principles, policies, standards,
guidelines, and procedures that constrain the design and operation of the
security system. As with the house example, the governance elements are
based on experience and good sense. Considerations include such things as
simplicity, defense in depth, resilience, and common policy enforcement. As
with the house example, security infrastructure implementations may vary
widely, but all should comply with these requirements.

House architecture versus security technology architecture

In both cases the architectural plan represents the blueprints for
implementation. In the house example, the industry has built enough houses
to clearly understand the various levels of detail and perspectives necessary
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for successful construction. Unfortunately, not many security infrastructures
have been built using a comprehensive plan, so we are not nearly so clear on
the levels of detail or perspectives needed.

One thing we do seem clear on is that any good plan starts with some
high-level pictures and successively expands the detail in some organized
fashion until the physical construction blueprints have been completed and
construction can begin. In the computing industry these levels of detail are
commonly termed the conceptual, logical, and physical architectures.

At the conceptual level, our design has the artist’s renderings of various
views of the house. We see what the house looks like, possibly from various
perspectives, but without any of the construction details or internal system
components. In the security context, this should be a picture or pictures of
the infrastructure as a whole, defining the key design concepts — hence, a
conceptual architecture.

At the logical level, our house design has floor plans to specify the layout of
each floor and show how the rooms are connected. There is still no detail
of construction or the systems such as plumbing, heating, or framing. In
the security design, this is where we see major services (such as identity
management, access control, and border protection) decomposed into a set
of related components and supporting services. For identity management,
we see provisioning services, external and internal directories, policy
administration systems, HR systems, identity mapping services, and more.

At the physical level, our house design has details for assembling the framing,
electrical, plumbing, and HVAC components. In the security context, we see
deployment of products and applications that make up the various functional
components; we see computing platforms and connectivity.

Bill of materials versus security services

The security services are the security infrastructure bill of materials. These
are the core functions we need to actually assemble a cohesive security
infrastructure. To better understand this area, it’s useful to look at the
similarities between a house bill of materials and security services.
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