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Preface

	 	 The Open Group

The Open Group is a vendor-neutral and technology-neutral consortium, 
whose vision of Boundaryless Information Flow™ will enable access to 
integrated information within and between enterprises based on open 
standards and global interoperability. The Open Group works with 
customers, suppliers, consortia, and other standards bodies. Its role is to 
capture, understand, and address current and emerging requirements, 
establish policies, and share best practices; to facilitate interoperability, 
develop consensus, and evolve and integrate specifications and Open 
Source technologies; to offer a comprehensive set of services to enhance the 
operational efficiency of consortia; and to operate the industry’s premier 
certification service, including UNIX® certification.

Further information on The Open Group is available at www.opengroup.org.

The Open Group has over 15 years’ experience in developing and operating 
certification programs and has extensive experience developing and 
facilitating industry adoption of test suites used to validate conformance to 
an open standard or specification.

More information is available at www.opengroup.org/certification.

The Open Group publishes a wide range of technical documentation, the 
main part of which is focused on development of Technical and Product 
Standards and Guides, but which also includes white papers, technical 
studies, branding and testing documentation, and business titles. Full details 
and a catalog are available at www.opengroup.org/bookstore.

As with all live documents, Technical Standards and Specifications require 
revision to align with new developments and associated international 
standards. To distinguish between revised specifications which are fully 
backwards-compatible and those which are not:
•	� A new Version indicates there is no change to the definitive information 

contained in the previous publication of that title, but additions/
extensions are included. As such, it replaces the previous publication.
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•	� A new Issue indicates there is substantive change to the definitive 
information contained in the previous publication of that title, and 
there may also be additions/extensions. As such, both previous and new 
documents are maintained as current publications.

Readers should note that updates – in the form of Corrigenda – may apply 
to any publication. This information is published at www.opengroup.org/
corrigenda.

	 	 This document
The Open Information Security Management Maturity Model (O-ISM3) is 
The Open Group framework for managing information security, and wider 
still to managing information in the wider context. It aims to ensure that 
security processes in any organization are implemented so as to operate at 
a level consistent with that organization’s business requirements. ISM3 is 
technology-neutral. It defines a comprehensive but manageable number of 
information security processes sufficient for the needs of most organizations, 
with the relevant security control(s) being identified within each process 
as an essential subset of that process. In this respect, it is fully compatible 
with the well-established ISO/IEC 27000:2009, COBIT, and ITIL standards 
in this field. Additionally, as well as complementing the TOGAF model for 
enterprise architecture, ISM3 defines operational metrics and their allowable 
variances.

Efficient business systems are driven by demand and use measurements 
to improve quality. ISM3 provides a framework for building, tailoring, 
and operating an Information Security Management System (ISMS). 
The use of metrics ensures that the management system uses objective 
quantitative criteria to inform business decisions on allocating IT security 
resources efficiently and responding to changes. The beneficial outcomes for 
information security are lower risk and better Return on Investment (RoI).

To be effective, an organization’s information security processes must be 
documented, measured, and managed. ISM3 defines maturity in terms of 
the operation of key security processes. Capability is defined in terms of the 
metrics and management practices used. ISM3 requires security objectives 
and targets to be derived from business objectives, and promotes the formal 
measurement of effectiveness of each security management process.
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Organizations in different business sectors and countries have different 
business requirements and risk tolerances. The O-ISM3 framework helps 
information Security Managers to evaluate their own operating environment 
and to plan their security management processes so they are consistent with 
and cost-effective for their organization’s business objectives.
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Trademarks

Boundaryless Information Flow™ is a trademark and ArchiMate®, Jericho 
Forum®, Motif®, Making Standards Work®, OSF/1®, The Open Group®, 
TOGAF®, UNIX®, and the “X’’ device are registered trademarks of The Open 
Group in the United States and other countries.

COBIT™ is a trademark of the Information Systems Audit and Control 
Association (ISACA) and the IT Governance Institute (ITGI).

ITIL® is a registered trademark of the Office of Government Commerce in the 
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Introduction

	 1.1	 Positioning security management
In the big-picture view of computing systems, we need information security 
to protect our systems from the risk of threats which have the potential to 
cause damage. In the business context, information security practitioners 
generally approach this need by breaking it down into the following areas:
•	� Risk Management: To identify and estimate levels of exposure to the 

likelihood of loss, so that business managers can make informed business 
decisions on how to manage those risks of loss by accepting the risk, or by 
mitigating it, either through investing in appropriate internal protective 
measures judged sufficient to lower the potential loss to an acceptable 
level, or by investing in external indemnity. The business managers’ 
decisions here are captured as their Security Policy, which describes how 
they will manage their IT security.

•	� Security Controls: A business creates and maintains a corporate policy 
on its goals and objectives that drive its operations, and as part of its 
IT-dependent operations it uses its risk assessment results to formulate 
an IT Security Policy that supports and enforces its corporate policy to 
protect its assets (primarily its most valuable asset – data) and assure 
its operations are as secure as they need to be for the level of protection 
required.

•	� Security Management: To support the selection, maintenance, and overall 
Security Policy for the security controls deployed in a business enterprise. 
In our increasingly connected world there is also a strong business driver 
to partner with other organizations, suppliers, customers, and outworkers, 
and this necessitates establishing mutually agreed security arrangements 
for sharing data and applications. Other aspects of security management 
include audit and logging, and regulatory compliance.

An Information Security Management System (ISMS) ensures effective 
management of security policies and the security measures and controls that 
support and enforce those policies, to cost-effectively prevent or mitigate the 
effects of attacks, errors, and accidents that threaten the intended operation 
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of information systems and the organizational processes they support. This 
Open Information Security Management Maturity Model (O-ISM3) standard 
focuses on the common processes of information security, which to some 
extent all organizations share. ISM3 is technology-neutral, so practitioners 
may use whatever protection techniques are appropriate to achieve the 
process objectives and outputs. Just as enterprise architecture processes 
define the desired operation of information systems, security management 
processes define operational metrics and their allowable variances.

	 1.2	 Key characteristics of ISM3
A distinctive feature of ISM3 is that it is based on a fully process-based 
approach to information security management and maturity, on the basis 
that every control needs a process for managing it. It breaks information 
security management down into a comprehensive but manageable number of 
processes, with specifically relevant security control(s) being identified within 
each process as an essential subset of that process.

ISM3 defines information security management maturity in terms of the 
operation of an appropriate complementary set of ISM3 information security 
processes. It defines capability in terms of the metrics and management 
practices used, and it requires the linking of security objectives and targets to 
business objectives. Market-driven maturity levels help organizations choose 
the scale of ISMS most appropriate to their needs. The maturity spectrum 
facilitates the trade-off of cost, risk, and usability and enables incremental 
improvement, benchmarking, and long-term targets.

While many information security management approaches see risk 
assessment as a necessary first stage, and ISM3 can use it as well as any 
other standard in this field, it does not demand a risk assessment-based 
approach. In some cases, a business may decide it is not necessary to do a risk 
assessment to decide it needs a security control. For example, controls can be 
chosen based on:
•	� Common-sense
•	� Best practices (passwords)
•	� Learning from incidents (better firewalls or AV, maybe)
•	� A specifically-focused vulnerability or threat analysis
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•	� Client requirements (I don't want users from project A accessing data 
belonging to my project)

The ISM3 approach offers organizations the flexibility to choose any subset of 
its information security processes based on various criteria.

Compatibility with ISO 9000 Quality Management
ISM3 uses a process-based and observable metrics-based methodology to 
manage operational security processes. With similarities in structure and 
approach to quality management methods like ISO 9000, ISM3 requires 
the formal articulation of security management processes. This standard 
includes a baseline ISM, and guidelines for adding processes beyond 
the minimal system based upon experience of incremental impact upon 
information security, risk, and cost. It also includes a description of the 
metrics required to operate and improve the ISMS, and a process capability 
model and maturity levels that build from all this. ISM3 differs from other 
security management tools because of its emphasis on the practical and the 
measurable, which ensures that ISMSs can adapt without re-engineering in 
the face of changes to technology and risk.

Compatibility with ISO/IEC 27000
ISM3 is compatible in many ways with the ISO/IEC 27000:2009 standard, 
but it uses a different approach. ISO/IEC 27001:2005 focuses on security 
management as a single process for what controls are required and in place 
to build an ISMS, and ISO/IEC 27002:2005 outlines a large number of 
potential controls and control mechanisms from which to choose to achieve 
selected control objectives using the guidance provided by ISO/IEC 27001. 
In contrast, the ISM3 approach is to define and measure what people do in 
the activities that support security; in this respect we may consider ISO/
IEC 27001 to serve an auditor’s requirements, while ISM3 meets a manager’s 
needs.

ISM3 uses a different approach to ISO/IEC 27001. It covers this ground 
and in addition provides a comprehensive framework for selecting, 
implementing, and managing a set of security processes to meet measurable 
business goals. It breaks security management down into a number of related 
activities, in which each security activity is defined as a separate process, with 
its own related security control(s), documentation, inputs, outputs, metrics, 
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and linkages to other explicitly defined activities. In so doing it gives the 
personnel responsible for the operation of each process the required clarity of 
understanding over its purpose, resources, and reporting to enable them to 
operate it to best effect.

Compatibility with COBIT
ISM3 implementations use a management responsibilities framework 
consistent with the ISACA COBIT framework model, which describes best 
practice in the parent field of IT service management. COBIT provides 
an over-arching standard applicable to information provision, and for the 
subset related to security provision, ISM3 offers a framework for security 
management and the tools to break this down by process, environment, and 
responsibility.

Compatibility with ITIL
ITIL provides an established toolkit of process-related good practices in 
the specific fields of IT service delivery and IT service management. ITIL 
users can use the ISM3 process orientation to strengthen their ITIL security 
processes. ISM3 also has a potential use in managing outsourced security 
processes; for example, Service Level Agreements (SLAs) that use an ISM3 
approach to operational metrics objectives and targets are specific and 
measurable (see Chapter 5).

	 1.3	 Potential for certification
There is potential for development of an ISM3 certification program to serve 
the needs of organizations and the industry where a business case arises for 
demonstrating conformance to a specific ISM3 security management level of 
achievement. Certification schemes could be created for: 
•	� Specific ISM3 implementations – their maturity levels (see Section 2.3). 

Maturity levels are intended to be interoperable across organizations, and 
to be relevant to Service Level Agreements (SLAs) – see Chapter 5. They 
can also be used to certify compliance to specified industry norms, as well 
as to regulatory requirements. An organization certified to a specific level 
can communicate that certification to a trading partner to give a clear 
understanding of how their information security is managed.
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•	� ISM3 practitioners, to certify security management professional 
competence along similar lines to the ISC2-CISSP industry-recognized 
qualification. This could include Manager, Auditor, and Trainer 
certifications.

Development activity to create an ISM3 certification program is outside the 
scope of this OISM3 standard. If and when sufficient business case justifies 
starting a new project to respond to such a requirement, it will be announced 
to Open Group Security Forum members as a call for participation, with 
details posted on the ISM3 public web site at www.opengroup.org/projects/
security/ism3/.

	 1.4	 Summary
ISM3 is designed with all kinds of organization in mind. In particular, 
businesses, non-governmental organizations, and enterprises that are 
growing or outsourcing may find ISM3 attractive. In summary, ISM3:
•	� Provides a tool for creating ISMSs that are fully aligned with the business 

mission and compliance needs
•	� Applies to any organization regardless of size, context, and resources
•	� Enables organizations to prioritize and optimize their investment in 

information security
•	� Enables continuous improvement of ISMSs using metrics
•	� Enables metric-driven, verifiable outsourcing of security processes
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Concepts – processes, capability,  
and maturity

	 2.1	 Defining the key terms
This chapter explains the principal ISM3 concepts of process, capability, and 
maturity, and how they relate to each other. It also introduces the role of 
metrics, their different types, and their support for common management 
practice areas.
•	� Process – The process is the smallest, atomic unit of the standard. 

Everything ISM3 does centers around the concept of the process. 
Processes have capabilities and are managed using management practices.

•	� Capability – The metrics of a process enable its management practices 
and reveal its capability. From the point of view of an auditor, a process’s 
metrics determine its capability.

•	� Maturity – Selected ISM3 processes collected together and operated at 
a sufficient capability determine an organization’s information security 
management maturity or simply maturity. The maturity and the capability 
levels can be used as a basis for development of a certification scheme, 
which would be of special value to certification authorities (auditors).

	 2.1.1	 Tying these key terms together
The table below specifies what metrics are needed for a process to achieve 
each capability level and its respective mapping to management practices.

Metrics enable capability to move from a basic state to an optimized state.

Process capability is determined by the metrics the process produces. Metrics 
are classified by type. There are five process capability levels: basic, defined, 
managed, controlled, and optimized. Metrics are classified into seven possible 
types.

Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Open Information Security Management Maturity Model (O-ISM3)8

	 2.2	 Capability levels
Expanding on the definition above, capability is a property of how a process is 
managed. From a managerial perspective, the higher the capability, the more 
management practices that are applicable, and the more robust, transparent, 
and self-correcting the process. From an auditor’s perspective, the capability 
achieved by a process depends on the documentation and the metrics used to 
manage it.1

Some factors that help to achieve higher capability levels are a proper 
distribution of responsibilities, the resources available for the process, and the 
motivation, skills, accountability, and empowerment of the personnel. (See 
also Section 2.4.4.)

	 2.3	 Maturity levels
ISM3 maturity levels are specific combinations of ISM3 processes practiced 
at specified capability levels. Processes are allocated to certifiable maturity 
levels according to a spectrum, from a basic ISMS to an advanced one. There 
is a relationship between the number of processes, their capability, and the 
maturity of the ISMS. The more processes, and the higher the capability, the 
higher the maturity. The key relationships behind ISM3’s maturity levels are:

1	 Throughout ISM3, the term “unavailability” is preferred to “availability” because ISM3 in concerned with 
measuring and reporting unavailability.

Capability Level Initial Managed Defined Controlled Optimized

Management 
Practices Enabled

Audit, 
Certify Test Monitor Planning

Benefits 
Realization Assessment Optimization

Documentation * * * * * * *

M
et

ri
c 

Ty
pe

Activity * * * * * *

Scope * * * * * *

Unavailability1 * * * * * *

Effectiveness * * * * * *

Load * * * * *

Quality * *

Efficiency *

Table 2.1 Classification of metric types
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•	� Mapping (or grouping) of processes to each ISM3 maturity level
•	� Defining a capability for each mapped process at each ISM3 maturity level

The maturity levels are designed to suit the needs of organizations with 
different:
•	� Size
•	� Resources
•	� Threats
•	� Impact, both economic and non-financial (e.g., reputation)
•	� Risk appetite
•	� Economic sector

Organization types that will be covered include small and medium-sized 
companies, governmental units, larger enterprises, business process 
outsourcers (BPOs), e-commerce specialists, organizations and utilities that 
provide critical infrastructures, cloud and software-as-a-service providers, 
and outsourced security providers.

	 2.3.1	 Maturity levels and RoI
Maturity-level design takes cost into account by favoring deployment of ISM3 
processes that give a high Return on Investment (RoI) at earlier maturity 
levels. In general, processes implemented at a high capability will render a 
higher RoI. Note that the marginal RoI is not linear as investment increases, 
and that an excessive investment in security – beyond the assessed risk cost 
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Figure 2.1: The diminishing returns of increased security investment
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of loss – can give a negative return. Mayfield’s Paradox and a study from 
Carnegie Mellon2 shows that as security posture improves, the marginal cost 
of further improvement also increases.

	 2.4	 Processes

	 2.4.1	 Levels
ISM3 identifies four levels of security management on the basis that each 
process level reports to the higher one, so it is only the Strategic level that 
reports to the CIO. If the CIO takes a Tactical level responsibility, this occurs 
seamlessly.
•	� Strategic (Direct and Provide), which deals with broad goals, 

coordination, and provision of resources
•	� Tactical (Implement and Optimize), which deals with the design and 

implementation of the ISMS, specific goals, and management of resources
•	� Operational (Execute and Report), which deals with achieving defined 

goals by means of technical processes
Plus a fourth Generic level for general management.3

ISM3 defines a number of processes – defined in Chapter 4 and listed in 
Appendix A – which service these levels, and are therefore grouped under 
these same four level types:4

•	� Generic Processes (GP)
•	� Strategic-Specific Processes (SSP)
•	� Tactical-Specific Processes (TSP)
•	� Operational-Specific Processes (OSP)

2.4.1.1	 Generic Processes
Generic Processes provide the essential infrastructure for the 
implementation, assessment, and improvement of ISMS processes. They 
comprise:
•	� Knowledge Management to gather and share security management 

information across the IMS

2	 Carnegie Mellon University: “The Survivability of Network Systems: An Empirical Analysis”.
3	 The ISM3 approach to adopting these four levels is strongly influenced by the referenced paper “Information 

Security Governance: Towards a Framework for Action”, Business Software Alliance, 2003.
4	 “Generic Processes” and “Specific Processes” in ISM3 are akin to the “Generic Practices” and “Specific Practices” 

in Carnegie Mellon’s Software Engineering Institute (SEI) Capability Maturity Model Integration (CMMI). Further 
information is available at www.sei.cmu.edu/cmmi.
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•	� ISMS and Business Audit to validate compliance with internal policies and 
regulatory requirements

•	� ISM Design/Evolution to evaluate whether current processes are achieving 
the security management targets that have been set

For Generic Process definitions, see Section 4.2.

2.4.1.2	 Strategic-Specific Processes
Strategic management is responsible for selecting and designing services 
to provide value within the cost and risk parameters of the organization. 
Strategic management is accountable to stakeholders for the use of resources 
through governance arrangements. The customers of strategic management 
are therefore external and possibly internal stakeholders.

Strategic management fulfils the following specific goals and responsibilities 
with respect to security:
•	� Provides leadership and coordination of:

–	� Information security
–	� Physical security
–	� Workplace security (outside the scope of ISM3, because it is a 

cross-disciplinary (i.e., schools of thought) area concerned with 
protecting the safety, health, and welfare of people engaged in work or 
employment)

–	� Interaction with organizational units
•	� Reviews and improves the ISMS, including the appointment of managers 

and internal and external auditors
•	� Defines relationships with other organizations, such as partners, vendors, 

and contractors
•	� Allocates resources for information security
•	� Defines security objectives consistent with business objectives, protecting 

stakeholders’ interests
•	� Defines the organizational scheme of delegation

For strategic management process definitions, see Section 4.3.

2.4.1.3	 Tactical-Specific Processes
Strategic management is the customer of tactical management in respect of 
ISM processes. Tactical management is accountable to strategic management 
for the performance of the ISMS and for the use of resources.
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Tactical management has the following specific goals and responsibilities:
•	� Provide feedback to strategic management
•	� Manage budget, people, and other resources allocated to information 

security
•	� Define the environment for operational management:

–	� Security Targets and Asset Classification
–	� Security Architecture and Lifecycle Management
–	� Service Level Management (define measurement systems and metrics)
–	� Insurance Management
–	� Personnel Security
–	� Information Operations

For tactical management process definitions, see Section 4.2.2.

2.4.1.4	 Operational-Specific Processes
Operational management reports to the Chief Information Officer and the 
Information Security Tactical Manager.

Operational management has the following specific goals and responsibilities:
•	� Provide feedback to tactical management, including incident and metrics 

reports
•	� Procure and apply allocated resources efficiently and effectively
•	� Identify and protect assets within the lifecycle
•	� Protect and support information systems throughout their lifecycle
•	� Applying access management and environmental controls for users and 

services
•	� Availability management (may be shared with IT Operations Availability 

Management and IT Service Continuity Management)
•	� Testing and auditing
•	� Monitoring and management of the security measures lifecycle
•	� Carry out processes for incident prevention, detection, and mitigation 

(both real-time and following an incident)

For operational management process definitions, see Section 4.2.3.

	 2.4.2	 Selecting your set of processes
The set of processes an organization should choose to use for their ISM3 
implementation depends on its Security Policy (see Section 1.1), reconciled 
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